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(54) System for providing a trustworthy user interface 



(57) The preferred embodiment of the invention 
comprises a computer system which employs a trusted 
display processor (260), which has a trusted processor 
(300) and trusted memory (305, 315, 335, 345) physi- 
cally and functionally distinct from the processor and 
memory of the computer system. The trusted display 
processor (260) is immune to unauthorised modification 
or inspection of internal data. It Is physical to prevent 
forgery, tamper-resistant to prevent counterfeiting, and 



has crypto functions (340) to securely communicate at 
a distance. The trusted display processor (260) interacts 
with a user's smartcard (1 22) in order to extract and dis- 
play a trusted image, or seal (1000), generate a digital 
signature of the bitmap of a document image and control 
the video memory (315) so that other processes of the 
computer system cannot subvert the image during the 
signing process. The user interacts with the trusted dis- 
play processor via a trusted switch (1 35). 
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Description 

Technical Field 



trustworthy fashion. 
Background Art 
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such transactions. QimoH „♦ increasina the security and trustworthiness 

[0006] There have been several prior art schemes which are mmed _ a t« as,ngth y ^ ^ ^ 

of computer pfctforms. Predominantly, these rety Von-Mng ^JJJJJ^ not bui , t in to the f unda- 

the security features are not inherent^ [^^Tp^^^s have aiready appeared on the 

mental hardware components of the comput ng pimtorm. ronau user which is input into a smartcard reader on the 

market which include a smartcard, ^^^J^^^LLa^ persona, computers, and 

computer. Presently, such smartcards are at the levelof WjCTSS* these prior art schemes go some way to 

in some cases are integrated into a cas,ng of a gained by prior art schemes 

improving the security of computer ^^•^^^ZZoa^Bd transactions between computer plat- 

iTrequire greater confidence in the trustworthines^ ^.^SSoKS^ 99301100 - 6 - f,,ed at the ^ 
[0007] in the applicant's f?^^!^^^ 

ropeanPatentOfficeonlSFebruarv M999 and ' C^^^^^^,^ 0 , which are incorporated herein by 
9905056.9, filed at the UK Patent Office on 5 * computing platform which has 

trusted component is present, because. 
5 . A user of a computing entity has higher confidence in the integrity and security of his own computer entKy and in 
M ! integrS/ and security oHhe computer entrty belonging to the other party; 
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• Each entity is confident that the other entity is in fact the entity which it purports to be; 

• ■ Where one or both of the entities represent a party to a transaction, e.g. a data transfer transaction, because of 

the in-built trusted component, third party entities interacting with the entity have a high degree of confidence that 
5 the entity does in fact represent such a party; 

• The trusted component increases the inherent security of the entity itself, through verification and monitoring proc- 
esses implemented by the trusted component; and 

w • The computer entity is more likely to behave in the way it is expected to behave. 

[0008] While the concept of a trusted component as described in the co-pending application goes a long way to 
providing to a user with a substantial degree of trust in a computer platform, there are still times when the user requires 
an even higher degree of trust in his equipment, for example during an electronic transaction, such as digitally signing 
is a document, or transferring funds from the platform to a remote platform. 

[0009] As has been indicated above, the conventional method of signing a document is to physically write a signature 
on the medium (usually paper) upon which an image of a document is reproduced. This method has the advantages 
that it is clear what is being signed, and the signed image is proof of what was signed. However, it does not meet the 
needs of e-commerce. 

20 [0010] Nowadays it is also possible to digitally sign a document, using a conventional computer platform and standard 
encryption techniques. In conventional computer platforms, however, the present inventors have appreciated that the 
electronic rendition of a document which is digitally signed is typically not the same rendition of the document that is 
visible to the user. It is therefore possible for a user to unintentionally sign data that is different from that which he 
intended to sign. Conversely, it is also possible for a user to intentionally sign data and later fraudulently claim that the 

25 signed data does not correspond to that displayed to him by the computer platform. Such problems would still be the 
present, even if a trusted platform, as described above, were used. 

[0011] Conventional electronic methods of signing are well known to those skilled in the art. Essentially, digital data 
is compressed into a digest, for example by the use of a hash function. Then that digest is encrypted by the use of 
some encryption method that has been initialised by a secret key (or simply a 'secret'). This is normally done on a 

30 computer platform, such as a PC. One implementation is to sign data using a private encryption key held secret on a 
user's smartcard, which is plugged into a smartcard reader attached to the computer platform. In the specific case of 
a textual document, the digital data may be the file produced by a word processor application, such as Microsoft's 
Notepad, Wordpad, or Word. As usual, the act of signing implies that the signer accepts some legal responsibility for 
the meaning of the data that was signed. 

35 [001 2] Hash functions are well-known in the prior art and comprise one way functions which are capable of generating 
a relatively small output data from a relatively large quantity of input data, where a small change in the input data results 
in a significant change in the output data. Thus, a data file to which is applied a hash function results in a first digest 
data (the output of the hash function). A small change e.g. a single bit of data in the original data file will result in a 
significantly different output when the hash function is reapplied to the modified data file. Thus, a data file comprising 

40 megabytes of data may be input into the hash function and result in a digital output of the order of 128 to 160 bits 
length, as the resultant digest data. Having a relatively small amount of digest data generated from a data file stored 
in the reserved directory is an advantage, since it takes up less memory space and less processing power in the trusted 
component. 

[0013] During known signing processes, a user will typically interpret a document as it has been rendered on the 
45 computer's monitor at normal magnification and resolution. In existing applications, the user's smartcard signs data in 
a format that is the representation of the document by the application used to create and/or manipulate the document. 
The present inventors believe, however, that there is potential for software to send data to the smartcard that has a 
different meaning from that understood by the user when viewing the screen. This possibility may be sufficient reason 
to introduce doubt into the validity of conventional methods of digitally signing electronic representations of documents 
50 that are to be interpreted by people. 

Disclosure of the Invention 

[0014] The present invention aims to provide a user with greater trust during a trusted operation by providing a trusted 
55 user interface. 

[001 5] In accordance with a first aspect, the present invention provides a data processing system capable of operating 
in a trusted operating mode, the data processing system comprising: 
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main processing means for executing at least one application process; 

a trusted component comprising means for executing a trusted process in a trusted operating mode and means 
for generating user feedback signals; 

lT2 th^Ce^omponent comprises means for controlling the user feedback processing mean is to cause 
the userfeedbackdevicetoprovidean indication that the data processing system is operating matrusted operating 
mode. 

[0016] In preferred embodiments the data processing system comprises secure user input means, in ^™ ni ^j°" 
with the truSed component via a secure communications path, by which a user may secure* interact w,th the trusted 



process. 

[0017] In a preferred embodiment of the data processing system: 

the main processing means includes means to execute at least one application process and generate signals 
characterising a main image to be displayed; „ anar 
the user feedback processing means comprises display processing means for recemng said signals and gener- 
ating respective display signals for driving a visual display unit to display the ma.n .mage; and 
fhe ?rusted component comprises means to acquire and/or generate trusted image data and means to control the 

<o p °™ bine a «p«*» trus,ed image wfth at least a portion 01 the T 10 ,mage ,n 

to indicate to a user that the data processing system is operating in the trusted operating mode. 

[0018] in preferred embodiments the data processing system further comprises a secure token ^der for reading 
Sata f om an'd/or writing data to a removable secure token, and a removable token the 
trusted imaoe wherein the trusted component comprises means to receive sa.d data from the secure token. 
[0019? ^aspects an d embodiments of the invention will become apparent from the foHowing descnption, cteims 
and drawings. 

Brief Description of the Drawings 

[0020] Embodiments of the present invention will now be described in detail with reference to the accompanying 
drawings, of which: 

Figure 1 is a diagram which illustrates a computer system suitable for operating in accordance with the preferred 
in accordance with the p referred embodiment of the present invention, 

Figu^re 4 fe a diagram which illustrates a hardware architecture of a smart card processing engine suitable for 
operating in accordance with the preferred embodiment of the present invention; 

Ftaure 5 is a diagram whteh illustrates a functional architecture of a host computer including a trusted display 
and * smart card suitable for operating in accordance w*h the preferred embodiment of the present 

Rgureel a flow diagram which illustrates the steps involved in generating an individual signature of a ^ocument. 
Figure 7 is diagram which illustrates the sequence of messages between the trusted display processor and the 
smart card in order to recover seal image data from the smart card; 

Figure 8 is diagram which illustrates the sequence of messages between the trusted display processor and the 
qmart card in order to qenerate a signature of a document image; 

F^eTfs diagram lien illustrates the sequence of messages between the trusted display processor and the 
smart card in order to generate a signature of a summary of the document image signing process; 
Fioure 10a is a diagram which illustrates an exemplary trusted image; 

Figures 10b to 10d are digrams which illustrate the visual steps in signing a document image; and 

Figures 10e to lOg are diagrams which illustrate alternative ways of highlighting the image of a document to be 

signed. 
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Best Mode For Carrying Out the Invention, & Industrial Applicability 



[0021] The preferred embodiment utilises a trusted component that most conveniently uses some ot the character- 
istics of the trusted component' described in the applicant's co-pending European patent application number 
99301100.6. In that application, the trusted component is a hardware device, comprising a processor programmed to 
measure an integrity metric of its host computer, compare it with a true value of the integrity metric and communicate 
the integrity (or otherwise) of the host computer to users or other host computers. The significant similarities between 
that trusted component and the trusted component in the preferred embodiment herein are: 

that they both use cryptographic processes but preferably do not provide an external interface to those crypto- 
graphic processes; 

that they are both tamper-resistant or tamper-detecting, so that their operation cannot be subverted, at least without 
the knowledge of the legitimate user; and 

that they both preferably consist of one physical hardware component that is both physically and functionally in- 
dependent of the host computer on which it resides. 



[0022] Such independence is achieved by the trusted component having its own processing capability and memory. 
[0023] Techniques relevant to tamper-resistance are well known to those skilled in the art of security, as described 
in the applicant's co-pending application. These techniques include methods for fabricating components to resist tam- 

20 pering, methods for detecting tampering, and methods for eliminating data when tampering is detected. It will be ap- 
preciated that, although tamper-proofing is a most desirable feature of the present invention, it does not enter into the 
normal operation of the invention and, as such, is beyond the scope of the present description. 
. [0024] In this description, the term trusted', when used in relation to a physical or logical component or an operation 
or process, implies that the behaviour thereof is predictable under substantially any operating condition and highly 

25 resistant to interference or subversion by external agents, such as subversive application software, viruses or physical 
interference. 

[0025] The term 'host computer 1 as used herein refers to a data processing apparatus having at least one data 
processor, at least one form of data storage and some form of communications capability for interacting with external 
entities, such as peripheral devices, users and/or other computers locally or via the Internet. The term 'host computer 
30 system' in addition to the host computer itself includes standard external devices, such as a keyboard, mouse and 
VDU, that attach to the host computer. 

[0026] The term 'document', as used herein, includes any set of data that can be visualised using a host computer 
system. Commonly a document will be a textual document, such as a contract. However, a document may comprise 
graphics, or pictures, instead of, or as well as, text. In general, a document may comprise a single page or multiple 
35 pages. 

[0027] The term 'pixmap', as used herein, is used broadly to encompass data defining either monochrome or colour 
(or greyscale) images. Whereas the term 'bitmap' may be associated with a monochrome image only, for example 
where a single bit is set to one or zero depending on whether a pixel is 'on' or 'off, 'pixmap' is a more general term, 
which i encompasses both monochrome and colour images, where colour images may require up to 24 bits or more 

40 to define the hue, saturation and intensity of a single pixel. 

[0028] As will become apparent, the trusted component according to the preferred embodiment herein provides a 
secure user interface and, in particular, controls at least some of the display functionality of its host computer. The 
trusted component herein may or may not also acquire integrity metrics according to the trusted component in appli- 
cant's co-pending patent application, although such acquisition of integrity metrics will not be considered herein. 

45 [0029] In essence, the preferred embodiment enables a user to digitally sign a document stored on a host computer 
using the private key of the user's smartcard, or other form of secure token such as a cryptographic co-processor. The 
signing is enacted by a trusted display processor (i.e. the trusted component) of the host computer under conditions 
that provide the user with a high level of confidence that the document being viewed on screen is in fact the document 
the smartcard is signing. In particular, the smartcard carries trusted image data, or a 'seal', which is passed to the host 

so computer over a secure channel and displayed by the trusted component during the signing procedure. It is in part the 
display of the trusted image, which is typically unique to the user, which provides the user with the confidence that the 
trusted component is in control of the signing operation. In addition, in the preferred embodiment, the host computer 
provides a trusted input device, connected directly to the trusted display processor, by which the user can interact with 
the host computer in a manner which cannot be subverted by other functions of the host computer. 

& [0030] More particularly, the trusted display processor or a device with similar properties is associated with video 
data at a stage in the video processing beyond the point where data can be manipulated by standard host computer 
software. This allows the trusted display processor to display data on a display surface without interference or subver- 
sion by the host computer software. Thus, the trusted display processor can be certain what image is currently being 
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heconcept of providing a trusted user interface is far more broadly applicable to any operation for wh.cn a user needs 
to be able to trust his host computer system, for example during an electron* transaction. hOJrtoomputer 



roOM] | Figure 2 shows a hardware architeaure ol Ihe hoal computer ol Figure r 
W A^.oFie.re^heho^^ 

essor, connected to main memory, vvtiich comprises RAM 205 ana hum connected via a PCI 

bxxlimentlsinnowaylimitedtoimplementat.ofius.ngPenW 225 include: a SCSI (small 

10035] The other main components of the host ^^J^^^XSSI^^ drive 245; 
computer system interface) adaptor connected v,aa via which the host computer 

aLAN(localareanetwork)adaptor2^^ 

100 can communicate with other host computers (not shown , such ^e servers, pnm s 

the internet 1 30; an IO (input/output) device 225, ^^J^Si es Vs3a WayTunctions plus a 
120; andatrusted display processor 260. The 

number of further tasks, which will be described in detaj below ^W <» wjndows 
one would normal* expect to find in any standard ^^^^SSS^ application software. It should 

display processor 260. orocessor 260, are preferably also integrated onto 

ShelSS 

the preferred embodiment, the trusted d.splay processor f°;.^^^T*^^ ^^l^ non-standard 
a most elegant and convenient solution. 

[0038] According to Figure 3, the trusted display processor 260 compnses. 

production, but would generally be more expensive to develop and less ; flex.b e), 

an interface 310 for connecting the trusted display processor 260 to the PCI ^L^'S^J^dSci^ 
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to 16.7 million colours); 

a video DAC (digital to analogue converter) 320 tor converting pixmap data into analogue signals for driving the 
(analogue) VDU 105, which connects to the video DAC 320 via a video interface 325; 
an interface 330 for receiving signals directly from the trusted switch 135; 

5 volatile memory 335, for example DRAM (dynamic RAM) or more expensive SRAM (static RAM), for storing state 

information, particularly received cryptographic keys, and for providing a work area for the microcontroller 300; 
a cryptographic processor 340, comprising hardware cryptographic accelerators and/or software, arranged to pro- 
vide the trusted display processor 260 with a cryptographic identity and to provide authenticity, integrity and con- 
fidentiality, guard against replay attacks, make digital signatures, and use digital certificates, as will be described 

10 in more detail below; and 

non-volatile memory 345, for example flash memory, for storing an identifier l DP of the trusted display processor 
260 (for example a simple text string name), a private key S DP of the trusted display processor 260, a certificate 
Cert D p signed and provided by a trusted third party certification agency, such as VeriSign Inc., which binds the 
trusted display processor 260 with a signature public-private key pair and a confidentiality public-private key pair 

is and includes the corresponding public keys of the trusted display processor 260. 

[0039] A certificate typically contains such information, but not the public key of the CA. That public key is typically 
made available using a 'Public Key Infrastructure* (PKI). Operation of a PKI is well known to those skilled in the art of 
security. 

20 [0040] The certificate Cert DP is used to supply the public key of the trusted display processor 260 to third parties in 
such a way that third parties are confident of the source of the public key and that the public key is a part of a valid 
public-private key pair. As such, it is unnecessary for a third party to have prior knowledge of, or to need to acquire, 
the public key of the trusted display processor 260. 

[0041 ] The trusted display processor 260 lends its identity and trusted processes to the host computer and the trusted 

25 display processor has those properties by virtue of its tamper-resistance, resistance to forgery, and resistance to coun- 
terfeiting. Only selected entities with appropriate authentication mechanisms are able to influence the processes run- 
ning inside the trusted display processor 260. Neither an ordinary user of the host computer, nor any ordinary user or 
any ordinary entity connected via a network to the host computer may access or interfere with the processes running 
inside the trusted display processor 260. The trusted display processor 260 has the property of being "inviolate". 

30 [0042] Originally, the trusted display processor 260 is initialised with its identity, private key and certificate by secure 
communication with the trusted display processor 260 after it is installed onto the motherboard of the host computer 
100. The method of writing the certificate to the trusted display processor 260 is analogous to the method used to 
initialise smartcards by writing private keys thereto. The secure communications is supported by a 'master key', known 
only to the trusted third party (and to the manufacturer of the host computer 100), that is written to the trusted display 

55 processor 260 during manufacture, and used to enable the writing of data to the trusted display processor 260. Thus, 
writing of data to the trusted display processor 260 without knowledge of the master key is not possible. 
[0043] It will be apparent from Figure 3 that the frame buffer memory 315 is only accessible by the trusted display 
processor 260 itself, and not by. the CPU 200. This is an important feature of the preferred embodiment, since it is 
imperative that the CPU 200, or, more importantly, subversive application programs or viruses, cannot modify the 

40 pixmap during a trusted operation. Of course, it would be feasible to provide the same level of security even if the CPU 
200 could directly access the frame buffer memory 315, as long as the trusted display processor 260 were arranged 
to have ultimate control over when the CPU 200 could access the frame buffer memory 315. Obviously, this latter 
scheme would be more difficult to implement. 

[0044] A typical process by which graphics primitives are generated by a host computer 100 will now be described 
45 by way of background. Initially, an application program, which wishes to display a particular image, makes an appro- 
priate call, via a graphical API (application programming interface), to the operating system. An API typically provides 
a standard interface for an application program to access specific underlying display functions, such as provided by 
Windows NT™, for the purposes of displaying an image. The API call causes the operating system to make respective 
graphics driver library routine calls, which result in the generation of graphics primitives specific to a display processor, 
50 which in this case is the trusted display processor 260. These graphics primitives are finally passed by the CPU 200 
to the trusted display processor 260. Example graphics primitives might be 'draw a line from point x to point y with 
thickness z' or 'fill an area bounded by points w, x, y and z with a colour a*. 

[0045] The control program of the microcontroller 300 controls the microcontroller to provide the standard display 
functions to process the received graphics primitives, specifically: 

55 

receiving from the CPU 200 and processing graphics primitives to form pixmap data which is directly representative 
of an image to be displayed on the VDU 105 screen, where the pixmap data generally includes intensity values 
for each of the red, green and blue dots of each addressable pixel on the VDU 105 screen; 
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storinq the pixmap data into the frame butter memory 31 5; and 

per Sally for example sixty times a second, reading the pixmap data from the frame buffer memory 315 ooo- 
verting the data into analogue signals using the video DAC and transmitting the analogue s.gnals to the VDU 105 
to display the required image on the screen. 

[0046] Apart from the standard display functions, the control program includes a function to mix display ' i^ge date 
EedTom the CPU 200 with trusted image data to form a single pbcmap. The control program also manages 
interaction with the crvDtoqraphic processor and the trusted switch 1 35. 

27* Inst J Xp£y P'oaeeeo, 26° tame a pan ol tha ovatall 'display syetanY of tha Ml caapular 100 Ita 
Shan LuwS? Ming iplay lancllona « tha operating system, «hloh can be 'ballad' b, apphcahon ptograme i nd 
Ldatd dlVay tpnetas a. tha graphics ptocessa, ^^^^SiiSSS, 
system' ol a host computet 100 oooptiaee eve,y place ol batdware ot lunoUonaHy «hiph » coooamod w,lh delaying 

iSoaS^As already mentioned, tha ptaeant ambodimant talies on interact™, between tha ttueted display pteeeeso, 
RcSi uS? Itdcatd 122. The ptooaesing angln, o, a smadoatd suite* , (ota« ,« 
p,alat,.d.mbodimant ia IMM in Figure 4. Th.ptccessing m^mV<~ « 
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the mouse 1 1 5 to the application process 500; and a graphics primitives process 51 5 for generating graphics primitives 
on the basis of calls received from the application process via the API 511 process. The API process 51 1 , the keyboard 
process 513, the mouse process 514 and the graphics primitives process 51 5 are build on top of the operating system 
process 510 and communicate with the application process via the operating system process 510. 

5 [0052] The remaining functions of the host computer 100 are those provided by the trusted display processor 260. 
These functions are: a control process 520 for co-ordinating all the operations of the trusted display processor 260, 
and for receiving graphics primitives from the graphics primitives process and signature requests from the application 
process 500; a summary process 522 for generating a signed summary representative of a document signing procedure 
in response to a request from the control process 520; a signature request process 523 for acquiring a digital signature 

10 of the pixmap from the smartcard 122; a seal process 524 for retrieving seal data 540 from the smartcard 122; a 
smartcard process 525 for interacting with the smartcard 122 in order to enact challenge/response and data signing 
tasks required by the summary process 522, the signature request process 523 and the seal process 524; a read 
pixmap process 526 for reading stored pixmap data 531 and passing it to the signature request process 523 when 
requested to do so by the signature request process 523; a generate pixmap process 527 for generating the pixmap 

is data 531 on the basis of graphics primitives and seal image data received from the control process 520; a screen 
refresh process 528 for reading the pixmap data, converting it into analogue signals and transmitting the signals to the 
VDU 105; and a trusted switch process 529 for monitoring whether the trusted switch 135 has been activated by the 
user. The smartcard process 525 has access to the trusted display processor's identity data l DP , private key S DP data 
and certificate Cert DP data 530. In practice, the smart card and the trusted display processor interact with one another 

20 via standard operating system calls. 

[0053] The smartcard 1 22 has: seal data 540; a display processor process 542 for interacting with the trusted display 
processor 260 to enact challenge/response and data signing tasks; smartcard identity data l^, smartcard private key 
data S sc and smartcard certificate data Cert^ 543. 

[0054] A preferred process for signing a document using the arrangement shown in Figures 1 to 5 will now be de- 

25 scribed with reference to the flow diagram in Figure 6. 

[0055] Initially, in step 600, the user controls the application process 500 to initiate a 'signature request' for digitally 
signing a document. The application process 500 may be realised as a dedicated software program or may be an 
addition, for example a macro, to a standard word processing package such as Microsoft's Word. In either case, neither 
the signature request nor the application process 500 need to be secure. When the user initiates the signature request, 

30 he also specifies the document to be signed, if it is not one which is already filling the whole screen. For example, the 
document may be displayed across a part of the full screen area or in a particular window. Selection of a particular 
area on screen is a simple task, which may be achieved in several ways (using a WIMP environment), for example by 
drawing a user-defined box bounding the area or by simply specifying co-ordinates. 

[0056] Next, in step 602, the application process 500 calls the control process 520 to sign the image that is being 

35 displayed (within a defined area or window) on the screen; the control process 520 receives the call. In parallel, although 
it is not shown, the control process 520 receives any graphics primitives from the graphics primitives process and 
forwards them onto the generate pixmap process 527. The call from the application process 500 to sign a document 
includes the co-ordinates (a,b,c,d) of the edges of the document. Note that this sending of co-ordinates generally 
enables the signing of the entire surface of the screen, a complete window, or of an arbitrary part of the screen. The 

^0 application process 500 then waits for the control process 520 to return the signature of the image. 

[0057] In response to the signature request, in step 604, the control process 520 forces the image that is to be signed 
to be 'static' from the time of the request until the process has been completed. Herein, 'static' means that the document 
image cannot be modified other than by the trusted display processor 260. This is so that the user can be certain that 
what he sees is what he is signing at all times during the process. In the present embodiment, the control process 520 

45 achieves a 'static' display by 'holding-off, or not processing, any further graphics primitives. In some situations, the 
graphics primitives process (or equivalent) may 'buffer 1 graphics primitives until the control process 520 is ready to 
receive further graphics primitives. In other situations, graphics primitives for the image to be signed may simply be 
lost. Where the document image fills the whole screen, making the image static is simply a case not processing any 
graphics primitives. However, where the image to be signed forms only a subset, for example a window, of the full 

so screen, the control process 520 needs to determine whether received graphics primitives would affect the 'static' area, 
and reject ones that would. As such, the pixmap of the static document image in the frame buffer memory 315 remains 
unchanged by any instructions from the graphics primitives process, or any other process executing on the CPU 200, 
while the document image is static. 

[0058] Once the document image has been made static, in step 606, the control process 520 instructs the generate 
55 pixmap process 527, including in the call the co-ordinates (a,b,c,d) provided by the application process 500, to modify 
the pixmap to highlight the document to be signed, as will be described in more detail below with reference to Figure 
10c. Then, in step 608, if a smartcard 122 is not already inserted in the smartcard 122 reader 120, as determined by 
the smart card process 525, the control process 520 instructs the generate pixmap process to display a graphical 
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message asking the user to insert his smartcard 122. This message is accompanied by a ten second countdown timer 
COUNT If the countdown timer expires (i.e. reaches zero), as a result of not receiving the smartcard 1 22. the control 
process cancels the signing operation in step 614 and returns an exception signal to the application process .500. In 
response, the application process 500 displays an appropriate user message in step 616. If the smartcard 122 is 

s inserted in time, or is already present, then the process continues. 

[0059] Next, in step 618, the control process 520 calls the seal process 524, and the seal process 524 cafe the 
smartcard process 525, to recover the seal data 540 from the smartcard 122. Optionally, the contro process 520 cafe 
the generate pixmap process 527 to display another message indicating to the user that recovery of the seal I date .540 
is being attempted. In steps 618 and 620, the smartcard process 525 of the trusted display processor 260 and the 

io display processor process 542 of the smartcard 122 interact using well known, -challenge/response techn.questo 
enact mutual authentication and pass the sea. data 540 from the smartcard and back to the contro^ P"""*"-™* 
details of the mutual authentication process and passing of the seal data 540 will now be descnbed wrth reference to 

[S 7 According to Figure 7, the smartcard process 525 sends a request REQ1 to the smartcard 122 to return the 
is sealdata SEAL 540 The display processor process 542 generates a nonce R, and sends rt .n a challenge to the 
martcaTd p^ess 525. The smartcard process 525 generates a nonce R, and ^^^^^ 
the concatenation R, IIR, with its private key to produce a signature «d «*ums the ""M""^ 

the signature sSorfUIFU and the certificate Cert DP backtothe display processor process 542 of the smartcanj 122. 
ItoZZ Pressor process 542 extracts the public key of the trusted display processor 260 f rom t e certificate 
Cert D p, and Sees this to authenticate the nonce R, and the signature sS^R,! R 2 ) by ^^^^ 
nation R, IIR 2 , to prove that the seal request came from the expected trusted d.splay processor 260 and that the trusted 

K P TTn^ 

Z t» SEEK ENSEAL using its private key Ssc to produce a signature ^fEA^^^ sea 
data SEAL 540 using its private key S^ to produce encrypted seal data 540 sSsc(SEAL), and sends nonce R 2 , the 

Z 52 o CtSef dlS p i'ssor 260. The smartcard process 525 extracts the smartcard's public ey f rom 
tSSSmS^^ uses this to verrfy nonce R 2 and the signature sS sc (R 2 HSE AL). decrypt the seal data SEAL 
SXSZ fenc^tS seal data 540 ssJ c (SEAL) and, fina.ly, return the sea. data SEAL 540, v,a the sea. process 

mfdata toSen^te pbcmap process 527, and instructs the generate pixmap process 527 to generate a seal .mage 
and \Z tt to highlight the document to be signed, as will be described below with reference to FigurelOd Then n 
step 624 the control process 520 instructs the generate pixmap process 527 to d.splay a message to the user asking 
whether they Z to continue with the signing operation. This message is accompanied by a ten sea*, I 
^rniiNT If the countdown timer expires, in step 626, as a result of not receiving a response from the user, the 

» - J «. - -7 - tzttzss 

500 In resoonse the application process 500 displays an appropriate user message in step 629. If, in step 630, me 
uSr responds po Lly by actuating the trusted switch 1 35 within the ten second time limit, the process con inues_ 
ZSSSSSSLL couk, almatKrehy be supplied over an unreliable channel rather <^^«»d 
swttch 1 35 or even using appropriate software routines, providing a reasonable level of authen .cation s used Alter- 
natlefy, if may be decided Sat the mere presence of an authentic smartcard may be sufficient authonsation for the 
45 siqning to occur. Such an alternatives are a matter of security policy. 

?00641 Next in step 632, the control process 520 instructs the signature request process 523 to request the signing 
Tthe documem image the signature request process 523 calls the read pixmap process 526 to request return of a 
of the documen?to be signed; and the read pbcmap process 526 reads the respectrve pocmap 
2 uses a h TshSgorithm to generate a digest D PIX of the pixmap data and returns the digest to the signature request 
P^esHS MdiSThe read pbcmap process 526 generates 'display format data' FD, which includes information 
nSssa^ 

text may not need to be reconstructed), and returns this also to the signature ^V^M 
For example the display foLt data FD may include the number of pixels on the screen surface and their distnbu t on 
such a^l 024 by 768'. and the font type and size used for the text (if the document is text-based) in the documen (* 
feast some of this information may instead, or in addition, be contained in a document 'summary, as will be described 
S£Z sfejs eSTand 636. J signature request process 523 interacts with the display processor process .542 of 
ttfe smartcard 122 using well-known challenge/response processes to generate an mdrvidual signature of the docu- 
ment, as will now be described in detail with reference to the flow diagram in Figure 8. 
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[0065] According to Figure 8, the smartcard process 525 generates a request REQ2 for the smartcard 1 22 to generate 
a signature of the digest D PIX and display format data FD. The display processor process 542 of the smartcard 122 
responds by generating a nonce R 3 and sending it to the smartcard process 525 with a challenge to return the digest 
D P(X and the display format data FD. The smartcard process 525 concatenates the digest D P1X with the display format 

s data FD and nonce R 3 , and signs the concatenation D P , X IIFDIIR 3 to produce a signature sS DP (Dp, x IIFDIIR 3 ). The 
smartcard process 525 then sends the concatenation D PIX IIFDIIR 3 and its respective signature sS DP (D PIX HFDIIR 3 ) to 
the display processor process 542 of the smartcard 122. The display processor process 542 uses the trusted display 
processor's public key (which it has already received in the seal data 540 exchange) to verify the trusted display 
processor's signature sS DP (D P)X l IFDI IR 3 ) and nonce R 3 , to prove that the digest is the current image digest. The display 

io processor process 542 signs the digest of the pixmap D PIX and the display format data FD, using its private key, to 
produce two signatures sS sc (D plx ) and sS sc (FD) respectively The display processor process 542 of the smartcard 
then returns the signed digest sS sc (D plx ) and signed display format data sS sc (FD) to the smartcard process 525 of 
the trusted display processor 260. The smartcard process 525 next verifies the digest D P1X and display format data 
FD, using the smartcard's public key (which it already has as a result of the seal data 540 exchange), and verifies the 

*s smartcard's signature, to prove that the smartcard is still online. 

[0066] Returning to Figure 6, in step 638, the smartcard process 525 of the trusted display processor 260 concate- 
nates the pixmap PIX, the smartcard's signed versions of the pixmap digest sS^D^) and display format data sS sc 
(FD) to form an individual signature PIXIIsS sc (D plx )llsS sc (FD) of the image, and returns it, via the signature request 
process 523, to the control process 520, which returns the individual signature to the application process 500. The 

20 application process 500 stores the individual signature, in step 640, and responds with a further call to the control 
process 520 to 'summarise the signing' operation in step 642. The purpose of a summary is to complete the signature, 
as will be described with reference to the flow diagram in Figure 9 and also the example summary below: 

25 1 TO8B503-00.01 

2 Access time: Thu 06-May-1999, 11 : 18 

3 Pages: 2 

4 ImageOl I 560 x 414 (187,190) (1024 x 768] 

5 BEGIN SIGNATURE 

3° 6 PmftitUGoWZh6SLDgqQAvGZZY47Fp8wx5ZqE5HS8bGrSV3RD7LKw0kyXPY6yhGDpVNUc/R2 

+Gr4mm0LqS/twYuPdskyL4uk3no0w3LG2 + f+/vzC4cKMPeY/LhbazZScvhK3CJ+apQxyikj 
cY5rTC563klovOPTBI/IyqZPxRnic« 

7 END SIGNATURE 

8 Image02 | 670 x 379 (201,228) [1024 x 768) 
35 9 BEGIN SIGNATURE 

10 UVlw5Rgr5F0iAjvUW4GP28NKAA+tOy42uBbP78JeQ5w20MIlafTYkSNtfn9VykYMPIfZLwM 



7ZZV+4fFttuSgOZI4n5iBkSEwtEj0z6ik/np6paq+01GQZhhJCbq8OaX97Gmdg3AoBq4x+D 
hujmqkCJO+Dz6+x8kE24Z8YFXLPOI= 

11 END SIGNATURE 

12 Summary signature: 

13 BEGIN SIGNATURE 

14 ciZDZL2+41FsFci2cPjWFsfltkyXrfHBUMlkAEyudaZcVxD3XczTN7txSazInM2deJL9qnA 
een2DWlZGjplEESNkhoZXj0kT5TYNv2ylYFk01SN+JVF09bmc9GdYLo/hSOWyYG/U29Mzq2 
ktaTdTqY/gPhlGajrSJGqRms+we/c^ 

15 END SIGNATURE 



[0067] In step 644, the control process 520 calls the summary process 522 to generate a summary message SUM 
containing the number of images (two in the example summary above) plus the individual signatures of the images 
(lines 6 and 10 of the example), a label identifying the trusted display device (line 1 in the example), the current time 
and date (line 2 in the example) and a signed digest of the summary itseff (line 14 in the example). For each image, 
& the summary also includes the size of the image in pixels (e.g. 560x414 for image 1), the offset from the origin of the 
screen in pixels (e.g. 187,190 for image 1) and the display resolution in pixels (e.g. 1024x768 for image 1). 
[0068] The summary process 522 then generates a digest of the summary D SUM in step 646 and calls the smartcard 
process 525 of the trusted display processor 260 to interact with the smartcard 1 22 using challenge/response processes 
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to generate a signature of the summary digest D SUM , as will now be described with reference to Figure! 9 
r00691 According to Figure 9, the smartcard process 525 generates a request REQ3 for the smartcard 1 22 to generate 
a signature of thedigest of the summary D SUM . The display processor process 542 of the s ™ ncar6 *°™ raXesa ™™° 
R 4 and sends it in a challenge to return the digest of the summary D SUM . The smartcard process 525 concatenates 
the digest D SUM with nonce R 4 and signs the concatenation D SUM IIR 4 to produce a signature sS DP (D S u M IIR 4 ). The 
smartcard process 525 of the trusted display processor 260 then sends the concatenation D SUM IIR 4 and respective 
sionature sSWDcmIIFU to the display processor process 542. The display processor process 542 then venfies the 
SSSX* -d'nonce *4 using the trusted display processor's public J* '(which it already 
has from the seal data 540 exchange), to prove that the summary is the current summary. Next the display processor 
process 542 signs the digest of the summary D SUM using its private key and sends the signed digest sS S c(Dsum) to 
thTsmartcard process 525. The smartcard process 525 of the trusted display processor 260 verifies the digest and 
verifies the smartcard's signature, using the smartcard's public key, to prove that the smartcard je still or > ne _ 
10070] Returning to Figure 6. in step 652, the smartcard process 525 returns the summary SUM concatenated with 
Kned digest of thesummary s Ssc (D SUM ) (to form concatenation SUMIMfaP^. via the 
522, to the control process 520, and the control process 520 returns the summary SUMIIsS sc (D SUM ) to the application 
nrocsss 500 The aDDlication process 500 receives the summary in step 654. 

KT The inSual signature and summary may be used by the application process 500, or any other process 
Eg orv me host computer 100 in various ways outside the scope of this invention, including as proof of contract, 
for storaqe or tor transmission to other entities. ~«~«-oinn 
0072] Finally, in step 656, the control process 520 unfreezes the display, by recommencing ece.pt and 
of graphic prim ives associated wtth the document image, and thereby in effect returns conUol of the ****** 
Se Scation process 500 or other application software. Alternatively, control may not be handed back to the appln 
ca3cJess50^S 

IE! S nothave a timeout period. This would give the user more time to review the static document 
image before returning the host computer to standard, non-trusted opera t»n. 

roo731 In order to verify a signed document, both the individual signature PIXIIsSscPp^llsSscfD) and the sum 
S^MlSp^JmllSi verffled. Such verification methods are well known to those skilled in the art of security 
Fo exZ *e uTon the digest of the pixmap s Ssc (D PIX ) is verified using the public key of the user which 
I eSS ^rileSp referabty contained within a digital certificate Cert^ supplied by a cert.ficat.on authon^The 
vetfie fthen compared with a value obtained by recomputing the digest from the pixmap, ^e e the digest is 
ZmttKg a standard, well-known and defined hash function. If the match is exact, the signature has been 

S e teXs S S.i9htingadocumenttobes^ 

rnnTffl in the oreferred embodiment, the seal data SEAL comprises a pixmap of a trusted image. For example, as 
shown in Figure'! the ptma of the seal data 540 defines a 'smiley face" 1000. Figure l**^™* 
iSTof ar Semolarv documented to be signed, in a window 1010 of the screen (not shown). As afirst highlighting 
X h^bTenmade static btf before the seal data has been received, the trusted disp ay r processor 

tZ^SSiSL timer 1055. asking the user whether they wish to proceed with the 

bellished frame 1040 both indicates to the user that the correct static image area is being acted on and provides he 
Ss r w«h aTgh Z o (confidence that the trusted dteplay processor 260 is fully in control of the signing process, the 
oresenTe of he user's own seal image provides confidence to the user that the message has come from the trusted 
a eotev ^prSrssor 260 r Ter than from some other (possibly subversrve) software application or hardware device. 
tSn Z " ^ 10e and tog illustrate alternates to the frame' visual effect illustrated in Figures 10c and Od. In 
Fioure 10e four single seal images 1060 are positioned at the comers of the static document image using the co- 
oZxZ ZeXtoeZ^on process 500, to define the static image area. In Figure 1 0f the static .mage .s 
SnX mSng the background thereof to show a single seal image. In Figure 10g the ,s at.c image . defined 
bvmSr^nXbXoundthereofto 

to ££72£ vifuSs by which the static image may be highlighted in the light of the present description. In 
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addition, it may be desirable to include further status messages during the signing operation, for example "Retrieving 
seal data 540 now....", "Generating document signature now....", etc. 

[0078] It will be appreciated that the trusted display processor 260 needs to be able to display the seal image(s) and 
the messages in the correct places on screen. Clearly, the seal image and the message images are temporary, to the 

5 extent they appear during the signature process and disappear thereafter. There are well-known, standard display 
techniques for overlaying a first image with a second image, thereby obscuring a part of the first image, then removing 
the second image and restoring the portion of the first image that had been obscured. Such techniques are used as a 
matter of course in normal windows environments, for example, where multiple windows may overlap one another. 
The trusted display processor 260 is arranged to implement one of more of these standard techniques for the purposes 

10 of superimposing the seal image(s) and the message images over the standard display. 

[0079] In some scenarios, it may be that a document is too large to fit all at once onto the VDU 105 screen and still 
be easily read by a person. Obviously, for the present embodiment to be practical, it is essential that a user can very 
clearly read the document before signing it. Therefore, the document can be split into multiple screen pages, each of 
which needs to be signed and cryptographically chained to the signature of the previous page, as will now be described. 

15 [0080] First, the application process 500 causes the image of the first page to be displayed and makes a call to the 
trusted display processor 260 for signing as before. When the trusted display processor 260 returns the individual 
signature, instead of requesting a summary, the application process 500 instructs the trusted display processor 260 
to display the image of the second page and sign the image. Clearly, in this case, the trusted display processor 260 is 
arranged to support such a request by the application process 500. Only after all images have been signed and returned 

20 to the application process 500 does the application process 500 issue a request for a summary. Then, the summary 
includes the number of images that were signed in this multi-page document, for example as illustrated in the two- 
page summary above. 

[0081] The first page in the multi-page document is signed in the same way as a single page, resulting in return of 
an individual signature. When subsequent images are presented for signing, however, the trusted display processor 

25 260 recognises that they are part of a multi-page document because no summary request was received after the 
previous signature request. As a result, the trusted display processor 260 displays a different message, which requests 
permission from the user to sign a continuation page. In response, the user who is signing a multi-page document uses 
the same reliable permission channel as before (for example, the trusted switch 135) to confirm to the trusted display 
processor 260 that this page is associated with the previous page, and is also to be signed. When the trusted display 

30 processor 260 receives this multi-page confirmation, it concatenates the signature of the previous signed page with 
the pixmap of the current page, creates a digest of the concatenation, and sends that to the smartcard for signing. This 
is instead of sending a digest of just the current pixmap. This process cryptographically 'chains' a subsequent page to 
the previous page, so that pages cannot be rearranged without detection, nor can intermediate pages be inserted or 
deleted without detection. 

35 [0082] The validity of the first page may be checked in exactly the same way as a single page. The validity of sub- 
sequent pages is checked using the same method as for a single page, except that the digest of the current pixmap 
is replaced by the digest of the concatenated previous signature and current pixmap. 

[0083] It will be appreciated that there are many ways of cryptographically chaining a subsequent page to a previous 
page. Such ways will be obvious to those skilled in the art of security in the light of the present description. 
40 [0084] For added security, the image of each page of a multi-page document may be arranged to include the con- 
ventional footer 'Page x of y, where y is the number of the page and y is the total number of pages. This enables 
ready detection by a person of a truncated document simply by reading the document. 

[0085] A significant benefit of the present document signing scheme is that a signed document can be re-signed and 
countersigned. As such, it is preferable for the summary of a document to include an audit trail. There are many vari- 

45 ations on re-signing and countersigning, although (obviously) an electronic integrity check should always be done 
before any further signing. At one extreme, the new signer could view, confirm and re-sign each signed image in turn, 
effectively replacing the original signature by a new one. This method could be used, for example, by a user signing 
a document prepared for him by someone else. At the other extreme, the new signer could simply 'rubber stamp' the 
original signature by signing the original summary, without necessarily viewing the document at all. This could be useful 

so to a manager countersigning the work of a trusted employee. 

[0086] For a re-signing operation, the application process 500 issues a re-signing request, and transmits an already 
signed document (plus the individual signature(s) and the summary) to the trusted display processor 260. The trusted 
display processor 260 verifies the signed document using the public key of the signer, recovers the pixmap of the 
document (or each page of the document) and displays each verified image in the correct order to the new user, as if 

55 they were original images from the signature request application. The user confirms the acceptance of each individual 
image, for example using a trusted switch 1 35 as before, and causes the images to be signed as before by a smartcard 
belonging to the new user. This results in a signed document that is the same as the original document, except that it 
has been signed by the smartcard belonging to the new user. 
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[00871 Similarly, for a counter-signing operation, the application process 500 issues a counter-s.gn.ng request and 
Sits the signed document (plus individual signatures and the summary) to the trusted display processor 260. The 
"dSSl 260 verifies the signed document and displays each verified image in the correct ; order o 
the new use7as if they were origins, images from the application process 500. The user confirms <""^« 
ndividual imaae and the trusted display processor 260 signs the original summary using the smartcard belonging to 
the new Zo^^rm, user cou.d provide a certificate of the previous user's public key, signed by the new 
user to ease the processing overhead associated with later verification of the signature. 

SSq CteVrV there are many possible variations on the theme of re-signing and countering, which will be ap- 
narent to the skilled person in the light of the present description. 

£om Since a document may have a history of signing, re-signing and/or counter-signing, the present embodiment 
Enien J proves St information, whic? forme part of the document summary. Th* audit informa hor i al owe the 
^rr.rXon/ of the document to be traced. The audit information includes data about the prevrcus state of the 
E^^^SZ^*** new user to create the new state of the document. The aud« information , 
S by Z t ustS Splay processor 260, since the audit information must be independent of the use* The audrt 
S^on aNays contafnsany previous summary information 

hv the orevious sianer) If the signed document has been created from scratch, the identity label \ D p « ' ne 
3rt pSSoi inserted as an audit root. The audit information preferably also includes an indication of wh ch 

SStopU ascribed contents of a summary. The rest of the process is as 

moloi li enhancement to the process for signing a document is that, prior to signing the pocmap data, the trusted 

Ssplay pr^toT^clpresses the pixmap using a lossless compression algorithm so that the overheads assoc.- 

E-a==pi=s=== 

urjmmm 

EST Preferably all document reconstruction processes are done by processes that are trusted. 
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buffer memory is safe during signing, since the CPU can still access the memory. However, there are many ways in 
which such a SAS system may be modified to support implementations of the present invention. For example, the 
memory could be provided with a control line from a trusted display processor such that, during a signing operation, 
the memory is prevented from being updated by data from the CPU. The memory devices themselves are preferably 

s modified so that they include the extra logic to perform this function. Alternatively, access to memory is blocked by 
other logic circuits inserted into the normal control path of the memory. Such systems, therefore, rely on the modified 
premise that the video data in the frame buffer memory can only be modified, other than by the trusted display processor, 
with the permission of the trusted display processor. Clearly, this premise is as valid for secure operation as the first 
premise, as long as the system is truly secure. 

10 [0098] In other architectures, for example in simple graphics environments, the functionality of a display processor 
may form part of the operating system itself, thereby removing the requirement for separate display processor hardware. 
Clearly, in this case, the graphics overhead put on the CPU will be higher than in a system with separate display 
processor hardware, thereby limiting the graphics performance of the platform. Clearly, there is then no place for a 
'trusted display processor* as such. However, it will be apparent to the skilled person that the same function as provided 

15 by the trusted display processor, that of protecting the frame buffer memory and interacting with a smartcard, can be 
implemented using an appropriate trusted component, which controls the display system (in whatever form) during 
signing. 

[0099] In other embodiments of the invention, in addition or alternatively, the trusted display processor (or equivalent) 
includes an interface for driving a trusted display. The trusted display might be, for example, an LCD panel display In 

20 the same way that the trusted switch provides a trusted means for a user to interact with the trusted display processor, 
the trusted display can provide a trusted means for feeding back information to the user other than via the standard 
VDU. For example, the trusted display might be used to provide user status messages, as described above, relating 
to a signing operation. As such, applications running on the standard host computer should not be able to access the 
trusted display, because the display is connected either directly to the trusted display processor or via some form of 

25 trusted channel. In essence, such a trusted display is an addition to the so-called "trusted interface 1 described above. 
In practice, there is no reason why other forms of trusted feedback device, of which the trusted display is one example, 
could not be included in addition, or as an alternative. For example, there may be scenarios where some form of trusted 
sound device would be useful for providing audible feedback. 

[0100] An alternative application for the invention is to provide a trusted interface during an electronic transaction. 

30 in one exemplary embodiment, the user wishes to send sensitive data to a remote computer system. The user cannot 
be sure that the remote computer system, or indeed the host computer he is using, is trustworthy In order to ensure 
that the sensitive data is safe from interception by unauthorised parties during transmission to the remote computer 
system, and to ensure that only the authentic remote computer system can read the sensitive data when it is received, • 
the user wishes to encrypt the data using the authentic remote computer system's public cryptographic key. In the 

35 embodiment, the host computer incorporates a trusted component, which interacts with the user's smart card in order 
to recover and display a trusted image as described in detail above. The trusted image may be displayed on the 
standard VDU screen or on a separate display, such as an LCD display, in order to indicate to the user that the trusted 
component, rather than a subversive application, is in control. The trusted component then interacts with the remote 
computer system in order to recover and authenticate the remote computer system's certificate containing a respective 

<o public key. With the public key, the trusted component encrypts the sensitive data, which might itself also be read from 
the smartcard, and transmits the encrypted data to the remote computer system. 

[0101] There are many other applications, especially e-commerce applications, where the concept of a trusted user 
interface, providing trusted user feedback and trusted user input device(s), would be valuable. As such, the present 
invention should not be read as being limited to the few embodiments described above, and should only be limited by 
*5 the language of the claims. 



Claims 

1 . A data processing system capable of operating in a trusted operating mode, the data processing system compris- 
ing: 

main processing means for executing at least one application process; 

a trusted component comprising means for executing a trusted process in a trusted operating mode and means 
for generating user feedback signals; 
at least one user feedback device; and 

user feedback processing means for receiving said user feedback signals and controlling the user feedback 
device on the basis of the signals, 
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4. 



5 



operating mode, 
trusted process. 

A data processing system according to claim 1 or claim 2, wherein: 

the main processing means inc.udes means to execute at .east one app.fcation process and generate signals 

characterising a main image to be Splayed Drocessing me ans for receiving said signals and gen- 

theuserfeedbackprocessingmeanscomp^ 

erating respective disptay senate for dnv J » ^JjJ^i, lru W d image data and means to contro. 
the trusted component compnses mea s to ^— 8 image with at least a portion of the main image 

A data processing system according to claim 3, 

»s 0*9 associated <« " *• " us,8d I" 0 " 88 ' 

* «oir« e ctn7 wherein the trusted component compnses means 

acteristic of at least a portion of the main image, 
to verify the identity of the secure token. 

verify the identity of the trusted component. 

_.- • „ Q n f riaims 4 to 10 wherein each of the trusted component and the 
11. A data processing system according to any one of cla.ms 4 to 10, wnere 
45 secure token include non-volatile memory. 

< .loimc a to 1 4 wherein the data characterising the trusted image 
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the data. 

16. A data processing system according to any one of claims 4 to 1 5, wherein the data characterising the trusted image 
is stored by the secure token in encrypted form and the trusted component comprises means to decrypt the data 

5 and/or verify that the data was encrypted using a corresponding encryption key. 

17. A data processing system according to any one of claims 4 to 16, wherein the data characterising the trusted image 
comprises a series of instructions and the trusted component comprises means to interpret the instructions in order 
to generate the trusted image data. 

10 

18. A data processing system according to claim 6, wherein the trusted component controls the display processing 
means to highlight the main image, or portion thereof, by producing one or more of the following visual effects: 

a border, or an indicator (or indicators) defining a border, characterised by the trusted image and placed at 
is least partly around the main image or portion thereof; 

a background pattern characterised by the trusted image forming at least part of the background of the main 
image or portion thereof; 

an image characterised by the trusted image formed within the main image or portion thereof; and/or 
a text message characterised by the trusted image formed within the main image or portion thereof. 

20 

19. A data processing system according to any one of claims 3 to 1 8, wherein the display processing means comprises: 

frame buffer memory; 

a pixel generator to generate pixel data representative of the main image on the basis of the signals received 
25 from the main processing means; 

a frame buffer refresher to update the pixel data in the frame buffer memory; and 

a video controller to repeatedly read the pixel data from the frame buffer memory, generate signals suitable 
for driving the visual display unit and transmit said signals to the visual display unit to display the image, 
and wherein the trusted component comprises means to write the trusted image data, or data derived from 
30 the trusted image data, to at least a portion of the frame buffer memory in order to combine the further image 

with the main image. 

20. A data processing system according to any one of claims 3 to 19, wherein the trusted component and the user 
feedback processing means are embodied in a single application-specific integrated circuit or as an appropriately 

35 programmed microcontroller. 

21. A data processing system according to claim 2, wherein the trusted process comprises plural steps and at least 
one of the steps is initiated by user interaction with the trusted component via the secure user input means. 

40 22. A data processing system according to any one of the preceding claims, wherein the trusted component is tamper- 
resistant. 

23. A system comprising: 

45 main processing means for executing at least one application process; 

means for executing a trusted process in a trusted operating mode and means for generating user feedback 
signals; 

at least one user feedback device; and 

user feedback processing means for receiving said user feedback signals and generating respective signals 
so for driving the user feedback device, 

wherein the means for executing the trusted process comprises means to control the user feedback processing 
means to cause the user feedback device to provide an indication that the data processing system is operating 
in a trusted operating mode. 

55 24. A method for providing a trusted user interface in a data processing system, comprising; 

executing a secure process and generating respective user feedback signals; 

providing user feedback on the basis of the user feedback signals in such a way to indicate that the data 
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